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Introduction

This paper examines principles governing the privacy of personal, consumption-related data or
information, primarily in the United States but also in Asia, with a view toward identifying best practices
for businesses engaged in the collection, handling, use, disclosure, transfer, or sale of individuals’
personal data or information. Part | gives a picture of the legal landscape in the U.S. Although that

landscape is a patchwork quilt of state regulation, federal regulation, and litigation, certain common,
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searches and seizures,” to which Fourth Amendment jurisprudence commonly refers as a “reasonable
expectation of privacy.” However, the Fourth Amendment is a guarantee, not against “invasion of

privacy” per se, but against “unreasonable” invasion of privacy by the government when searching

citizens "2

persons, houses, papers, and effects.”” And although Supreme Court Justice Louis Brandeis’s
often cited dissent in Olmstead v. United States® (a case involving the constitutionality of the then-
revolutionary technology of telephone wiretapping) has become constitutional apocrypha—describing

the right to privacy as “the most comprehensive
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In March 2012, the FTC also issued its Final Privacy Report, which outlines what the FTC
perceives to be best practices for companies that collect and use consumer data.®> As summarized by
FTC Chairman Leibowitz, these best practices include:

A Chairman
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“implement and maintain reasonable security procedures and practices appropriate to the nature of the
information, to protect the personal information from unauthorized access, destruction, use,
modification, or disclosure.”*’ In addition, when disclosing personal information to a third party, a
company must require, by contract, that the third party maintain the information with reasonable
security.

These secure handling laws are, for the most part, nonspecific. They do not require businesses
to follow “best practices,” but instead permit businesses to decide for themselves what constitutes
reasonable security. In light of the recent, highly publicized epidemic of data security breaches, there is
a debate whether these laws are effective. In addition, the absence of specific data security standards
leaves the issue to the mercy of American tort law and likely varying jury determinations.

A recent Federal Trade Commission enforcement action offers some guidance as to minimum

data security precautions. InJune 2012, adgtmentty
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consumers’ personally identifiable information using “standard industry practices” and “commercially
reasonable efforts.”*

The FTC alleges that Wyndham “failed to provide reasonable and appropriate security .
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documents, such as tax returns, bank statements, and mortgage applications, in a dumpster behind his
office. The FTC claimed that this violated secure disposal rules and also the company’s own privacy
policy, which promised to “maintain physical, electronic, and procedural safeguards that comply with
federal standards to store and secure information about you from unauthorized access.”?

Because of these laws, an internal policy for secure disposal of data (electronic and hard copy) is
essential. In this context it is important to note that the basic delete function on a personal computer
does not securely delete data; generally, the data are easily recoverable until overwritten by other data,
which happens unpredictably. The solution is to use a readily available secure deletion tool that
immediately overwrites “deleted” data.

As of the end of 2010, 46 states and the District of Columbia also have laws requiring businesses
to notify customers after a theft of, or unauthorized access to, personal data. Requirements vary by
state as to what types of information are covered and how notice must be given. For example, the
Massachusetts notification law covers information “that creates a substantial risk of identity theft or
fraud,” and requires either written or electronic notice unless the cost of notice would exceed
$250,000.%

Safe-disposal and breach-notification rules apply to financial information and the information
generally found in credit reports, that is, social security numbers, credit card numbers, and financial
account numbers, and to passwords giving access to financial data—in other words, information that

can be used for identity theft. These rules generally do not apply to customer names or email addresses

where more sensitive information is not present. They also do not apply to unauthorized or undisclosed

2 http://www.ftc.gov/os/caselist/0723067/090121navonecmpt.pdf.

2 Mass. Gen. Laws § 93H-1 et seq. For a list of all current state notification laws, see

http://www.ncsl.org/Default.aspx?Tabld=13489.
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In response, Senators Franken (D.-Minnesota) and Blumenthal (D.-Connecticut) introduced a
bill, S. 1223 (2011), under which “a covered entity may not knowingly collect, receive, record, obtain, or
disclose” geolocation data without express authorization from the user. The bill is still being considered
by the Senate Judiciary Committee.

Apple was also sued in federal court by a putative nationwide class of users of Apple iOS
devices, under a variety of federal and state laws.* The information that Apple allegedly unlawfully
collected from users (it was also allegedly unencrypted) included location data, the unique device
identifier assigned to each device, the user’s gender, age, and zip code, and search terms run by the
user.? The district court dismissed the majority of the plaintiffs’ claims—including their claim for
invasion of privacy under the California Constitution. The court allowed only their claims under

California’s Consumer Legal Remedies Act and California’s Unfair Competition Law, because Apple’s
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“personal information,” including “data that can be used to uniquely identify or contact a single
person.”?

With respect to the California invasion-of-privacy claim, the court held that such a claim only
existed for “egregious breach[es] of [] social norms,” and that Apple’s alleged disclosure of the above
personal information—even without users’ knowledge or consent—was not so egregious but was
“routine commercial behavior.”?® Thus, it was not any “private” nature in the information collected and
disclosed that gave rise to the claim against Apple; but Apple’s possible failure to honor its own
ambiguous privacy policy.

But there has been some substantive recognition in the courts of the invasiveness of pervasive

location tracking. In United States v. Jones,
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However, four justices expressed the opinion that such pervasive tracking as in Jones gave rise
to a violation of Jones’s reasonable expectation of privacy and thus required a warrant.* And Justice
Sotomayor expressed the opinion that such tracking was a potential cause for concern because “GPS
monitoring generates a precise, comprehensive record of a person’s public movements that reflects a
wealth of detail about her familial, political, professional, religious, and sexual associations.”® So it

appears that a majority of the Court
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association, firm, corporation, or other corporate entity], is
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A designating a Grievance Officer to redress grievances “expeditiously but within one
month” from receipt of the grievance; and

A prohibiting disclosure of sensitive personal data or information to any third party
without prior permission “or where the disclosure is necessary for compliance of a legal
obligation”; the third party receiving the information “shall not disclose it further.”

Rule 7 provides that sensitive personal data or information may be thatgthe
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privacy protections for consumers when their data moves between countries with different privacy
regimes in the APEC region.”® Companies wishing to take advantage of the APEC CBPR System must
undergo an independent third-party certification process that ensures compliance with the privacy rules
in the System.*” In addition to creating a uniform system of data privacy and security across the APEC
countries and its associated benefits to cross-border enforcement, the CBPR System has as its goals the
free flow of information across borders and the creation of trust among both consumers and

organizations that the entities with which they transact business involving personal
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and reasonable measures to require information processors, agents, contractors, or other service
. . . . . - 47
providers to whom personal information is transferred, to secure the information.

Finally, the business must designate employees to be responsible for
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practices and their transparency to consumers are increasingly being perceived as a significant
competitive element in service providers’ offerings.

Three critical, foundational practices can readily be identified. First and foremost, designate a
chief privacy officer: (a) to fully comprehend the flow of personal data in the company’s IT and human

infrastructure, in order to verify and regularly monitor compliance with the company’s data a @
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Do NOT transfer to third parties unless you obtain consent AND the transferee will grant the same
protections 2 2> T
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